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Late last month, Manny Medina, ma{r-

4"1 5,-tA€ 27 Zo t)

aging partner of
MDM Capital, in a
prescientand exquis-
itelytimedmove, in-,
vested$l l milli,oain
Easy Solutions, a

fraud protection so-
lutions finn. More
than 100 enterPrise'
class customers,
&om high-value, elieat+eltric market
segmenfs such as' banking',aiid' online
.etaitrers, leverage the Easy, ''Solutious
platform to sscure oYer 32 rnillion end'
users woddwide, ''-

At the time of MDM CaPital's:an-
nouncoment, it was reported'that Chi-
nese hackers have accessed'desigRs :fur

rnore than two dozen:US woapons sys-

tems and are the culprits of intellectual.
pioperty theft of betweeo half and 807o

ors:00 rilion yearly,'&spftedenials by
Chinese President Xi Jinping in his le'
ceot meeting with Presjdent Obama.

Around the same time,'too; storie$'
broke'in the media, about:the Depart.
ment of Justice''s seareh of'the email
of Fox News journalist James Rose-n,

regarding intelligence leaks abcut
NJrtl.Korean nuclear tests, and the
NSA surveiliance program of Ameri-
cans' phone calls'

In this milieu, cybersecuriry has rap-
idly emerged as a new business priority,
given its vital importance in sifeguard-
ing intellectual property, financial infor-
mation'aad a firm's xeputation. .

PwC,,in eonjunctiorrwith CIO and

C S O magazine s,' surveys annually ne arly
10,000 giobai executives to gauge the
global statc ofinformation security. Th9

most recent survey is illilminatirrg, wi'th
409r'; 0JUS respondentsrsportrng oae or
more iucidents last year; and the nuql-
bef is rfising. The,respondents reported
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fmancial' losses, intellectual property
theft, damage, fraud and legal exposure'

Troubling is the diseoanect betvreen
wtrat executivos say and rphatthey do.

asked how confident they were about
thc effectiveness of their information
security acfivities, 'l7Ya ms'tteted very ,

confident'or somewhatr confident.
However, : I 47o of executives surveyed
adrnitted to lacking a strategy,and be'
ing,reaetive when it came to infotma-
tion security.

When asked what are the greatest'
obstacles,to irnproving infor,matioa se'
curity in their cornpanigs, the number
oae respoose was "resoutrces?2 *
namely, in*ufft cient funding'for' c ap ital
expenditures.
, But the answer, changed based upon

'the'respondent's position. CEOs agree
:that Iaik of capital fuqding was the
problern, ,but CFOs cite ther lack of
ieadership &om the CEO as the reason'
ClOs and security executives identify a

lack ofactionable vision or understand-
ing withinthe organization as the great'
esi obstacle.

The PwC survey cites four growing
cyberthreats that companies musl be

made aware of in order to take appropri-
ate cybefsecuritY measures-

ThL first is nuisance hacking, such as

defacing a firft's website. While not,
terribtyieriousn'itis annoying to the finn''

The.second is hacking foX financial'
gain. This could include not only steal'
ing customer eredit eard'information -

something manY of us have exPeri-
enced - but hacking into a comPanY's
financial reporting system to obtain
earnings reports before they are di'
vulged to the public (profiting by ac-
quiiing or selling stock).
'- A relatedform is the thgft of intellec-
tual prope*y - esPeciallY bY China,
lndiq Russia and Venezuela. Very often
it is state-sponsored espionage.

Finally, a fourth form of cybertheft is

"hacktivism' such as Wikileaks, with
the goal of changing or creating a public
perieption ofoneis brand or cause.- 

Tha principal challenge for compa-
nies is to,understand that information
security is not merely a technology func-
tion but a strategic function that should
report to a senior executive with C-suite
reporting responsibility. In fact, it is
inireasingly cornmon for firms thatpro'
duce goods and services of a highlY
proprietary nafure to embed security
ieaders within each business unit, all'
supporting one another.

As pointed out by Ricardo Villadiego,
founder,& CEO ofEasy Solutions, "The
recent $45 million theft, which utilized
both online hacking of credit card pro-
cessors databases in India, and then
physical ATM fraud in New York, is
just the latest example,of;why cross-
channel fraud protection is increaslngly
crucial for financial institutions'"

To guard against this, companies are

adopting a sustained approach to secu-

rity and taking advantage of newer tech-
nologies sucf at mobile, social media
and cloud to drive business growth.

Manny Medina's investment in EasY

Solutions is not just a smart business

move. It is a harbinger of the shape of
things to colne in arworld where tech-
nology for good and technology for evil
will continue to clash on an increasingly
ftequent basis.
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